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ABSTRACT 

 

In this study, COBIT 2019 and ITIL V4 are 

compared in the context of managing IT risk. 

Through systematic literature review (SLR), the 

theoretical and practical foundations of both 

frameworks are evaluated. COBIT 2019 offers a 

structured approach, while ITIL emphasizes 

adaptive operational practices. Analysis of 

strengths and weaknesses helps organizations 

choose an approach that aligns with their strategic 

objectives. With this understanding, organizations 

can enhance their ability to manage IT risks and 

achieve business goals effectively.  

 

1. INTRODUCTION  

In the digital era, managing information technology (IT) risks has become crucial for 

organizations across various sectors. IT risks can significantly impact operational sustainability, 

data security, and organizational reputation. Strong frameworks for governing information systems 

are needed to effectively identify, evaluate, and manage these risks. Two commonly used 

frameworks for IT system governance and risk management are COBIT (Control Objectives for 

Information and Related Technology) and ITIL (Information Technology Infrastructure Library). 

These frameworks offer different yet complementary approaches to optimizing IT value and 

minimizing related risks. 

The implementation of information technology has become a critical element in companies 

due to its effectiveness and efficiency, which accelerates every operation, thereby influencing a 

more financially and network-wise competitive edge.  Information technology has something very 

important for companies [1].  Information is something that is important for a company or 

organization, in this case it influences the achievement of the vision and mission. Companies or 

organizations need to study information well in order to avoid threats and various challenges in 

achieving their goals [2]. In the implementation of information technology, various issues regarding 

company assets arise due to the lack of proper management of IT assets in institutions/companies. 
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IT assets must be dependable to ensure that IT Asset Management activities align with business 

requirements. The goal of IT Asset Management within an institution or company is to plan and 

oversee the asset life cycle, as well as to anticipate potential future risks [1]. 

Due to these issues, the need for IT governance arises to help organizations support their 

goals. IT governance can be defined as “the decision-making process regarding IT investments. 

including how it is made and who is responsible, as well as how the results of the decision are 

measured and implemented.” [3]. IT governance is a crucial aspect of corporate governance that 

focuses on aligning IT strategy with business objectives, ensuring IT investments contribute to 

organizational goals, effectively managing risks, and delivering value [4]. 

By utilizing the COBIT framework, it helps a company or organization in directing their 

goals, vision and mission. This COBIT framework framework has the benefit of the doubt and is 

open to various references. This can help organizations and companies focus on information 

technology [5]. Conversely, ITIL serves as a framework offering guidance on managing IT 

infrastructure, development, and operations within IT services. Frequently used as a reference for 

implementing IT service management (ITSM), ITIL effectively integrates IT with an organization's 

strategy [1]. IT services are managed with the understanding that frameworks in the IT field can be 

enhanced or developed to meet organizational and research objectives. This assessment can be done 

using ITIL, which can be used as a service management to support organizational goals, and with 

a service-oriented approach, ITIL helps organizations improve operational efficiency and customer 

satisfaction while reducing operational risks. 

By understanding the frameworks of both COBIT 2019 and ITIL V4, and considering their 

strengths and weaknesses, organizations can analyze the theoretical and practical foundations of 

these frameworks. In developing and adopting both frameworks, organizations have the flexibility 

to choose and implement approaches that best suit their needs and strategic goals. 

 

RESEARCH METHODS  

This research utilized the systematic literature review (SLR) method, consisting of three 

main stages: planning, execution, and reporting [6]. In the planning stage, the primary focus was 

on determining the research questions (RQ) for this SLR. The main research questions posed were: 

- RQ1: How can the COBIT 2019 and ITIL frameworks be used for risk management? 

- RQ2: What are the strengths and weaknesses of the COBIT 2019 and ITIL frameworks in risk 

management? 

Next, in the execution stage, the researcher conducted article searches in various digital 

libraries such as Scopus, ScienceDirect, Springer Link, and Google Scholar. Keywords used in the 

search included "COBIT 2019", "ITIL", and "Risk Management" with a publication date range 

from 2020 to 2024. This process was followed by article extraction based on predefined criteria 

and research questions, with a focus on the titles and abstracts of the articles. The inclusion criteria 

for articles were as follows: 1) Articles must be written in English or Indonesian, 2) Articles must 

be open access, 3) Only article-format works were considered, 4) Abstracts must explicitly explain 

how a framework can assist companies in addressing challenges in IT risk management and/or 

achieving organizational goals. 

In the reporting stage, all findings related to the utilization of COBIT 2019 and ITIL V4, 

as well as their strengths and weaknesses, will be documented, and conclusions will be presented 

in the following section. In summary, the series of SLR stages can be seen in Figure 1. 
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Figure 1. SLR Stages 

 

 

RESULTS    And Analysis 

This chapter presents the results and analysis of the research conducted through systematic 

literature review (SLR). The research findings are divided into three main sections: data sources, 

the COBIT 2019 and ITIL frameworks in risk management, and the strengths and weaknesses of 

the COBIT 2019 and ITIL frameworks in risk management. 

The first section, data sources, explains the sources obtained from the data extraction 

process. The second section explains how the COBIT 2019 and ITIL frameworks can assist in risk 

management. The final section discusses the strengths and weaknesses of each framework. The 

analysis in this chapter is supported by references from the articles identified and evaluated during 

the SLR process. 

1. Data Hasil Pengujian 

After completing the planning and execution stages, a total of 15 articles were successfully 

identified as relevant to addressing the research questions. Subsequently, significant key sentences 

from these articles were documented, highlighting the strengths and weaknesses of each 

framework. The recorded information was then organized into notes, which were later summarized 

and elaborated upon in the following section. A brief overview of the article search and extraction 

process can be seen in Figure 2 below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Article Extraction Stages 
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2. COBIT 2019 in Managing Risk 

COBIT (Control Objectives for Information and Related Technology) is a framework that 

sets standards and guidelines for IT operations, aiming to maximize the return on information 

technology investments and ensure efficient service delivery by offering clear metrics for managing 

errors. In its application, COBIT offers comprehensive and flexible guidance for IT governance 

and risk management. Designed to assist organizations in managing IT risks in a structured and 

integrated manner, COBIT 2019 covers the entire spectrum of IT governance, from strategic 

planning to day-to-day operations. The goal cascade approach in COBIT 2019 helps connect 

organizational strategic objectives with IT governance and management objectives, enabling the 

identification and mitigation of risks that may hinder the achievement of strategic goals. This 

framework includes several governance and management objectives that provide specific guidance 

for identifying, evaluating, and managing related risks. 

In the concept of performance, COBIT 2019 introduces the concept of performance and 

maturity, allowing organizations to measure the effectiveness of IT governance in managing risks 

and identifying areas for improvement. Information security and regulatory compliance are also 

key focuses, with guidance to ensure that security practices and compliance are integrated into IT 

governance processes, thereby minimizing security and regulatory-related risks. COBIT 2019 is 

also designed for integration with other frameworks such as ITIL and ISO 27001, enabling the use 

of best approaches from various frameworks for a more holistic IT risk management. By 

emphasizing best principles and practices in IT governance and management, COBIT 2019 helps 

organizations ensure that IT risks are managed based on recognized industry standards and proven 

effectiveness. The implementation of COBIT 2019 can enhance organizational capabilities in 

managing risks, support the achievement of business goals, and provide significant added value 

3. Advantages and Disadvantages of COBIT 2019 Framework 

COBIT has been widely recognized as an effective framework in helping organizations 

manage IT risks, improve operational efficiency, and ensure that IT supports strategic business 

goals. The 2019 version of COBIT brings various updates and enhancements aimed at aligning this 

framework with the needs of modern business and the complexity of the continuously evolving 

technology landscape. However, like any other framework, COBIT 2019 has its strengths and 

weaknesses that organizations need to consider before adopting it. Understanding the strengths and 

weaknesses of COBIT 2019 is crucial so that organizations can leverage it optimally and address 

challenges that may arise during implementation. The following Table 1 provides an overview of 

the strengths and weaknesses of COBIT 2019 [7-10]. 

 

Table 2. Advantages and Disadvantages of COBIT 2019 

 

 Advantages Disadvantages 

Comprehensive 

Approach 

Provide a framework that covers all 

aspects of IT governance and 

management. 

Can be complex and require 

significant time and resources 

to fully implement. 

Focus on Business 

Goals 

Use a goals-based approach that 

links strategic objectives with IT 

governance. 

Requires a deep 

understanding of business 

goals and strategies to 

implement effectively. 
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Performance and 

Maturity 

Measurement 

Introduces the concept of 

performance and maturity 

measurement for continuous 

evaluation and improvement. 

The measurement and 

evaluation process may 

require additional time and 

resources. 

Integration with 

Other 

Frameworks 

Can be integrated with other 

frameworks such as ITIL AND ISO 

27001, enabling a structured 

approach 

Integration with other 

frameworks can be complex 

and requires good 

coordination. 

Specific 

Guidelines 

Provides specific guidance for 

identifying, evaluating, and 

managing risks. 

It may be overly detailed for 

smaller or less complex 

organizations. 

Security and 

Compliance 

Provides specific guidance for 

information security and regulatory 

compliance. 

Requires additional effort to 

ensure that all security and 

compliance guidelines are 

implemented correctly. 

Principles and 

Best Practices 

Emphasizes the use of principles 

and best practices in IT governance 

and management. 

Adaptation to principles and 

best practices may require 

significant changes in 

organizational processes and 

culture. 

 

By understanding these strengths and weaknesses, organizations can make more informed 

decisions regarding the adoption and implementation of COBIT 2019, ensuring that they can 

leverage its benefits to the fullest while addressing any challenges that may arise. The strengths and 

weaknesses of this method also help to assess the risk management of an organization, so knowing 

the strengths and weaknesses can maximize the decisions made by an organization. 

4. ITIL in Managing Risk 

The implementation of ITIL in risk management plays a significant role in supporting the 

success of information system governance in an organization. Here are some contributions of ITIL 

in the context of risk management: 

a. Practical Guidance: ITIL provides practical guidance in managing risks related to IT services 

[11]. The proposed approach in ITIL helps organizations to identify, assess, and manage risks 

effectively to maintain operational sustainability [2]. 

b. Integration with Service Management: The concept of risk management in ITIL integrates well 

with IT service management [11]. Thus, the risk management process can be aligned with the 

established goals and strategies of IT services [2]. 

c. Application of PDCA Principles: The Plan-Do-Check-Act (PDCA) process model, which is 

the foundation of ITIL, can be consistently applied in risk management [2]. These steps include 

planning risk identification, implementing risk controls, checking the effectiveness of controls, 

and taking necessary corrective actions [2]. 

d. Minimization of Negative Impacts: One of ITIL's primary focuses is to minimize the negative 

impacts of incidents and risks on IT business operations [12]. Therefore, implementing ITIL 

practices can help organizations reduce losses and damages that may arise from uncontrolled 

risks [12]. 
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e. Ensuring Operational Continuity: Through integrated risk management processes, ITIL helps 

organizations maintain the operational continuity of information systems [13]. This is crucial 

in the digital transformation era, where risks related to technology and compliance with 

regulations can be significant concerns [13]. 

f. Updates and Adaptations: ITIL V4 updates the ITSM methodology by considering risks 

associated with digital transformation [1]. By incorporating Lean, Agile, and DevOps 

principles, ITIL V4 provides a more adaptive and responsive framework to changes in the 

business environment and emerging risks [1, 15]. 

The application of ITIL in risk management not only provides operational benefits but also 

provides a solid foundation for sustainable and adaptive information system governance [14]. Thus, 

integrating ITIL into risk management strategies is an important step for organizations to address 

the complex and dynamic challenges of this digital era. 

5. Advantages and Disadvantages of the ITIL Framework 

The strengths of ITIL in managing risks primarily lie in providing a comprehensive 

framework for organizations to navigate changing business environments [11]. ITIL also offers 

effective IT governance, assisting organizations in extracting value from IT investments and 

managing associated risks [11]. Moreover, ITIL has been widely implemented across various 

countries and sectors, including the public sector and banking, demonstrating significant popularity 

and trust in this framework [11]. The implementation of ITIL has proven successful in minimizing 

productivity losses and maintaining service quality for organizations by emphasizing prompt 

responses, appropriate remedies, and ongoing risk monitoring [12]. ITIL also aids organizations in 

optimizing resources by enhancing services and customer satisfaction through a structured and 

measurable approach to incident management [12]. For instance, Sentry Insurance can utilize ITIL's 

structured service strategies to safeguard customer data and comply with CCPA requirements more 

effectively [13]. Focusing on ITIL's service operations enables Sentry Insurance to swiftly respond 

to changes in customer data and manage data access accurately [13]. Furthermore, through 

continuous service improvements facilitated by ITIL, Sentry Insurance can consistently identify 

areas for enhancement and measure the success of CCPA implementation [13]. Thus, ITIL provides 

a comprehensive and proven framework in IT risk management, enhancing operational efficiency 

and user satisfaction [14][15]. 

However, despite its numerous advantages, ITIL also has several drawbacks that need 

consideration. One challenge is its integration with Agile software development methodologies like 

Scrum, which can pose barriers to implementation [11]. Additionally, although ITIL offers a 

structured framework, the predominance of manual processes in incident management can lead to 

inaccuracies and financial losses, indicating weaknesses in ITIL practice implementation [12]. 

Additional difficulties emerge when implementing deep learning network models for classifying 

IT incidents, which might not align with ITIL's traditional manual approach. [12]. Moreover, ITIL 

faces constraints when dealing with extensive, unorganized, and uneven datasets typically 

encountered in IT incident reporting, highlighting the necessity for adaptations and improvements 

in ITIL methodologies to address current requirements [12]. Implementing ITIL may also require 

significant time and resources from organizations, especially in terms of staff training and 

restructuring existing business processes [13]. Moreover, cultural resistance from employees and 

unique complexities in specific industries can also pose obstacles to effectively adopting ITIL 

principles [13]. Therefore, despite its benefits, ITIL also faces challenges that need to be addressed 

to ensure successful implementation and effective IT risk management [11-13]. 
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CONCLUSIONS AND RECOMMENDATIONS  

In the digital era, managing information technology (IT) risks becomes crucial for 

organizations across various sectors. IT risks can have significant impacts on operations, data 

security, and organizational reputation. Therefore, a robust framework is needed to effectively 

identify, assess, and manage these risks. Two commonly used frameworks are COBIT and ITIL. 

COBIT 2019 offers a comprehensive and flexible approach to IT governance and risk management, 

emphasizing performance and maturity, integration with other frameworks, and performance and 

information security measurement. Meanwhile, ITIL V4 provides practical guidance in managing 

risks related to IT services, focusing on integration with service management, application of PDCA 

principles, and updates to accommodate digital transformation. 

Through an analysis of the strengths and weaknesses of both frameworks, it can be 

concluded that COBIT 2019 has a more comprehensive and structured approach to managing IT 

risks, while ITIL V4 emphasizes adaptive operational practices and responsiveness to change. Both 

frameworks offer advantages and drawbacks, and the decision to choose between them should be 

guided by the organization's requirements and strategic goals. By understanding the theoretical and 

practical foundations of COBIT 2019 and ITIL V4, organizations can select and implement the 

most suitable approach to support business goals and effectively manage IT risks. 
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