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Abstract

Purpose: This study examines the awareness of Indonesian college students from diverse regions
regarding personal data protection, focusing on the dimensions of knowledge, attitudes, and
practices. The research is exploratory in nature and does not aim to generalize findings beyond
the studied cases.

Methods: A purposive sampling technique was employed in this study. Given the unknown
population size, an infinite sample formula was applied with the assumption p=0.5 and 95%
confidence interval. With a margin of error of £5.43%, the final sample consisted of 325
respondents. The survey measured three variables: knowledge, attitudes, and practices related to
personal data protection. College students were chosen as they are the most active social media
users and vulnerable to data sharing, with the sample providing demographic diversity and a
representative overview of personal data protection awareness.

Findings: Results reveal a persistent lack of understanding among Indonesian college students
regarding personal data protection. Most respondents expressed little concern about publishing
personal information on social media, with many continuing to share personal data despite
potential risks.

Originality: This study advances theoretical novelty by integrating Social Information
Processing Theory with identity fluidity to explain students’ disclosure of personal data on social
media despite existing legal safeguards. Unlike prior research that focused primarily on global
privacy paradoxes or platform-specific behaviors, it situates the analysis within Indonesia’s
regulatory context, thereby exposing the gap between law and practice and enriching discourse
on digital literacy and mediated identity.

Keywords: Personal Data, Social Media, New Media, Digital Literacy.

Introduction

This research is essential because social media allows anyone to upload personal
data, which may be confidential. This condition is directly or indirectly one of the
considerations for the emergence of regulations related to personal data. Regulations
related to personal data protection were issued through Law Number 27 of 2022. This law
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was passed on October 17, 2022 and came into full effect on October 17, 2024, after a
transition period. This regulation is a response to the many cases of personal data leakage
on the internet and also serves as a legal basis for individuals and institutions that manage
personal data on the internet.

The issue of personal data became a trending topic on the internet after millions of
Indonesians' data were found and sold in various marketplaces. Even during 2022 alone,
seven significant cases related to the sale and purchase of personal data (Nurhadi, 2022).
One is data from patients and Covid-19 test results containing full names, hospitals,
patient photos, and X-ray scans with a document size of 720 GB. The leak also hit state-
owned companies such as Pertamina, and customer data from PLN (Perusahaan Listrik
Negara) or the State Electricity Company customer data.

Apart from the security issues on the platform created by the Government, for
example, on the Peduli Lindungi platform as an application that must be used by
Indonesian residents during the Covid-19 pandemic even today, the issue of personal data
is one of the severe problems on the internet, especially with the presence of social media
(Adjei et al., 2020; Couldry & van Dijck, 2015; Luceri et al., 2020; Osatuyi, 2015;
Sarikakis & Winter, 2017; Stoilova et al., 2021). Jordan (1999) even mentioned that the
internet is a flood of information (Dyer-witheford, 2010; Hesmondhalgh, 2010; Ritzer &
Jurgenson, 2010). Social media operates as an open arena accessible to all, where
user-generated content--whether intentionally or unintentionally shared--frequently
contains personal data. Such information not only becomes easily constructed and
accessed by others but also risks commodification, transforming personal identity into
exploitable digital assets within the broader information economy (Barabasi, 2011,
Castells, 2010; Nasrullah, 2014; Papacharisi, 2011).

Social media constitutes a contemporary communication medium that facilitates
user interaction and the dissemination of information through user-generated content even
in the context of digital journalism practice (Barnes et al., 2018; Krebs & Lischka, 2019;
Ksiazek, 2018; Nah et al., 2017; O’Regan, 2021; Soffer & Gordoni, 2018; Tenenboim,
2022). At the same time, it transforms such content into an economic commodity,
positioning personal data and identity markers as assets within the digital information
economy (Boyd, 2009; Mandiberg, 2012) to form a social network or community
(Blanchard & Horan, 1998; Epstein & Klinkenberg, 2002; Matei, 2005; Van Dijk, 2006).
It is important to recognize that social media platforms fundamentally operate on
information, like personal identity, voluntarily uploaded by users themselves (Bayer et
al., 2016; Goodell & Aste, 2019; Han et al., 2023; Holbl et al., 2015; Seidman, 2013; Zhu
& Xiong, 2022). This user-driven structure not only facilitates interaction and community
formation but also creates significant vulnerabilities, as personal data embedded in
user-generated content becomes accessible to third parties. In many cases, such
information is commodified, transforming individual identity markers into exploitable
assets within the digital economy and raising critical concerns regarding privacy,
surveillance, and regulatory enforcement (Castells, 2010; Gane & Beer, 2008). The
information then becomes raw material or commodity on social media itself. Meikle
(2016) characterizes social media as ‘the sharing industry,” where user-uploaded
information is commodified and circulated across networks. This dynamic underscores
the urgent need for robust online security, particularly as many users--especially children-
-remain unaware that their personal data can be exploited for criminal purposes. Such
vulnerabilities highlight the critical role of regulatory frameworks, including Indonesia’s
Personal Data Protection Law (Regulation No. 27 of 2022), in safeguarding digital
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identities and mitigating risks associated with oversharing in mediated environments
(Stoilova et al., 2021).

The fundamental problem is that the information uploaded on social media by users
can be categorised as personal. It started from clear names, home addresses, and
educational information to publications that are videos or photos related to individual
activities. In the context of personal data information and social media as new media,
Jordan (1999) asserts that one of the cultures that emerged in this internet era is ‘identity
fluidity.” Although this mention affirms that it is a process of identity being constructed,
the published identity is not necessarily a reflection of offline identity. In fact, on social
media, personal data or information of users becomes open or can be easily found (Adjei
etal., 2020; Bruns et al., 2013; Costera Meijer & Groot Kormelink, 2015; Hille & Bakker,
2014). Identity is understood as a social construction. On the internet, identity takes the
form of text, the structure of words/sentences, identity descriptions, avatars, images, and
virtual bodies in interactive games. According to Wood and Smith (2005), text-based
media have introduced new forms of forums for identity communication. The experiences
derived from engaging with these media highlight the ways in which identities are
constructed and reveal how individuals complicitly articulate themselves within mediated
environments.

The different environment of computer-mediated communication then provides a
kind of shift in how we view the characteristics and relationships between individuals. As
computer and internet users, identities are mainly presented through text alone, so how
one constructs oneself and how other users perceive one depends on the text itself. In
many cases, perceptions can result in different identities depending on how much the text
provides the information that is constructed/needed. This perception is then based on what
is called ‘telepresence’ (Wood & Smith, 2005). This concept refers to an idea to indicate
that the audience is in cyberspace or ‘being there’. Telepresence is a level of presence in
a mediated environment rather than a physical environment. A person has the power to
organise/control identity construction through the choice of identifiers reflected through
the internet. The basis of this concept is how vividly the audience represents itself and the
choice of medium in interaction that can be felt in reality based on the stimuli presented
in cyber media. However, as Turkle (1995) explains, in a computer-mediated world, the
self can be anyone and multiply, change, and be shaped through interactions involving
machine connections and transformed through language. It happens because, in the online
world, someone can be anyone, with a different image and representation than offline
(Driscoll & Gregg, 2010; Katie J. Ward, 1999; Methodology, 2014; Schroeder, 1994).

Cyberspace generates expansive public arenas that foster citizen participation
beyond traditional boundaries. The notion of public space on the internet has often been
likened to that of a nation, where collective engagement shapes shared meanings. As
Castells observes, individual communication through social networking platforms
produces ‘communal identities’, analogous to the way citizens constitute the identity of a
nation (Castells, 2007). However, this does not mean that a nation or state disappears with
the emergence of this communal identity. The redefinition of the public sphere and the
medium of the internet, which mediates between individuals and communities in large
numbers, provides a new depiction of what is meant by identities based on communalism
and individualism.

Across many societies, the tension between communalism and individualism
shapes cultural identity as a process of construction intertwined with historical and
geographical contexts as well as the formation of individual subjects. Communal culture
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is grounded in collective markers such as religion, nation, territory, ethnicity, gender, and
environment. In contrast, individualist culture emerges through consumerist practices,
new forms of association within individualist networks, and the pursuit of personal
autonomy in defining one’s place in life (Castells, 2007).

Related to identity, Wood and Smith (2005) offer two types of identity in interacting
on the internet apart from the identity in the real world (Real-Life Identity): Pseudonymity
and Anonymity. Anonymity is a new form of identity that is entirely separate and cannot
be referred to as who the identity belongs to. This identity model was initially used for
those who placed dating advertisements in the print media, as a reporter of criminal acts
to the authorities, or actions that require a hidden identity. For Monica Whitty and Adam
Johnson (2009), anonymous identity manifests in several distinct effects, the first being
visual anonymity, which refers to the reduction of identifiable cues during interaction and
the attempt to minimize vulnerability through limited recognition. This condition
illustrates how online audiences exercise control over their digital appearance, often
engaging in gradual self-disclosure as relationships develop. On social media, for
instance, new connections are frequently established with minimal background
identification, and uncertainty reduction in computer-mediated communication occurs
through progressive levels of self-disclosure, beginning with anonymity and expanding
through ongoing exchanges of questions and answers. In contrast, pseudonymity blurs the
boundaries of original identity, sometimes producing fabricated personas while in other
cases still reflecting aspects of a user’s true self. Unlike complete anonymity,
pseudonymity allows individuals to adopt alternative identities, effectively becoming
someone else in mediated environments. A notable example is gender-swapping, where
users deliberately exchange social identities based on gender differences, demonstrating
the fluidity and performative nature of identity construction in digital spaces (Wood &
Smith, 2005) Therefore, it is essential to know digital literacy, especially regarding data
usage. The amount of information related to personal data uploaded either intentionally
or unintentionally on social media provides a kind of false awareness to users that their
personal data will be safe. In fact, according to Pangrazio and Selwyn (2019), social
media platform providers or other parties can collect this personal data.

The many cases of personal data leaks on the internet are one of the reasons why
the Indonesian Government issued Regulation No. 27 of 2022 concerning Personal Data
Protection, inaugurated on October 17, 2022, including the behaviour of users who
deliberately upload personal information on social media accounts. This regulation not
only explains the definition of what personal data is to the misuse of personal data but
also discusses the category of personal data itself that should be of concern to citizens
including the possibility of its misuse. The regulation is not only aimed at individuals or
institutions regarding the publication, use and storage of personal data but also provides
a kind of awareness to citizens about personal data and the risks that may arise from
deliberately publishing personal data.

However, these regulations will not be effective if there is a lack of digital literacy
from social media users themselves (Fang & Nie, 2022; Kang et al., 2023; Milenkova &
Lendzhova, 2021). Various cases seem very easy to find when looking at one publication
after another on social media (Drury et al., 2022). Age, occupation, family, education,
and even health data in text, photos, and videos are easy to find on social media. This
context occurs due to social media users' lack of understanding of digital literacy. This
context occurs due to social media users' lack of digital literacy knowledge (Munger et
al., 2021; Park, 2013; Pietrass, 2007; Stoilova et al., 2021).
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The novelty of this study lies in its positioning as one of the earliest empirical
investigations into the implications of Indonesia’s newly enacted Regulation No. 27 of
2022 on Personal Data Protection. While previous scholarship has largely focused on
global perspectives of privacy, cybercrime, or platform governance, this research
uniquely applies the Knowledge, Attitudes and Practices (KAP) framework to the
Indonesian context, specifically targeting college students as a digitally active
demographic. By adapting a model widely used in health and pandemic studies to the
field of communication and digital literacy, the study introduces a methodological
innovation that bridges disciplines and offers fresh insights into how regulatory awareness
translates into everyday online behavior.

KAP is a quantitative research model developed by Zhong et al. (2020) to see how
the Chinese population behaved during the development of Covid-19. This survey then
became popular in the health sector to find information, for example, in mental health,
how a person believes and behaves towards an illness or during therapy for the disease
itself (Andrade et al., 2020). Several studies using this model are related to the Covid-19
pandemic in various populations, such as Malaysia (Mat Din et al., 2020), Indonesia
(Sulistyawati et al., 2021), Ethiopia (Bukata et al., 2022), Venezuela (Bates et al., 2021),
Central Nigeria (R. C. Reuben et al., 2021), and South Korea (Lee et al., 2021). This KAP
model has previously been used to examine pandemic situations such as Lassa fever in
and around Lafia, Central Nigeria (C. R. Reuben & Gyar, 2016). Not only that, the KAP
model for Badran (1995) can also be used as a pillar in health professional practice,
including for nursing students (Etokidem et al., 2018).

Methods

In the context of this research, the KAP model is used, along with statistical
calculations, to see how respondents from across Indonesia respond to personal data
protection on social media. All the data are analysed based on the respondents’ answers
to various questions. Binary logistic regression was used to identify demographic factors
associated with each attitude and practice. Afterwards, Odds ratios (ORs) were used to
assess the relations between variables with knowledge-attitude-practice. With a purposive
sampling technique, the population size in this study is unknown and uses an infinite
sample formula with the assumption p=0.5 and CI (Confidence Interval) 95%. With a
margin of error of £5.43%, the sample size is 325 respondents (Krejcie & Morgan, 1970;
Wang et al., 2023). Since the population of Indonesian college students actively using
social media is unknown, this approach ensures a sufficiently large sample to produce
reliable estimates and enables inferential analysis such as logistic regression with
adequate confidence. College students were selected as respondents because they are the
group most active on social media and most vulnerable to personal data sharing practices.
By involving 325 students from various provinces, the study captures demographic
diversity (age, educational status, occupation, and marital status), allowing analysis of
differences in knowledge, attitudes, and practices across socio-demographic variables,
while positioning students as a strategic target for digital literacy. As an exploratory study,
the sample of 325 respondents is considered sufficiently representative to provide an
initial overview of students’ awareness of personal data protection. This number is
realistic to collect within a limited research period, yet large enough to yield valid data
and enable in-depth quantitative analysis, thereby balancing resource constraints with
academic requirements.
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The KAP model is important in this study because it provides a comprehensive
analytical framework for understanding how Indonesian students perceive personal data
protection on social media, not only in terms of normative knowledge about regulation
but also in relation to the attitudes and actual behaviors they demonstrate in everyday
online activities. By positioning knowledge as the foundation, KAP allows researchers to
assess the extent to which students are familiar with Law No. 27 of 2022 on Personal Data
Protection; through the attitude dimension, the model reveals perceptions, awareness, and
levels of concern regarding data leakage risks; while the practice dimension highlights
actual habits of sharing or protecting personal information on social media. This approach
is relevant because the gap between knowledge, attitudes, and practices often serves as a
key indicator of weak digital literacy and regulatory effectiveness. Thus, KAP functions
not only as a behavioral measurement tool but also as a methodological bridge that
connects communication theory, digital literacy concepts, and data protection policy with
the empirical realities of students as the most active yet most vulnerable demographic to
personal data exploitation.

Results

This cross-sectional survey was conducted by distributing questionnaires to
students from various universities in almost all parts of Indonesia from November 16 to
December 17, 2022. Of these, 325 respondents filled out and collected the questionnaires.
The geographical origin of the informants is as follows (Figure 1). In addition to the
criteria that informants come from universities, the requirements set by this study also
require ownership of social media accounts.

Figure 1. Maps of Indonesia and the colours represent the provinces. The number shows
how many respondents are from each province
(source: derived from the collected research data)

Measures

The questionnaire consisted of two parts: demographics and KAP. Demographic
variables included age, gender, marital status, place of current residence, college student
level, and occupation. According to government regulation No. 27 of 2022 on Personal
Data Protection, the authors developed the first part, questions related to personal data
protection knowledge. Answers to questions about knowledge are given three options,
ranging from correct, incorrect, and the alternative explanation like I don't know. As for
the attitude and practices category, the second part was given with two answers: true and
false.

There were ten questions in the knowledge category: 5 questions related to
information and types of personal data (K1-K5) and five questions related to the
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prohibition of private data publication and its legal impact (K6-K10). Attitudes are
represented by two inquiries (A1-A4) associated with publishing personal data on social
media. Practices are related to the habit of posting personal data (P1-P2), both personal
data and personal data of family or close people (see Table 1).
Table 1. Questionnaire of KAP towards personal data protection
Questions Options

Knowledge (K)

K1: The Government has issued a regulation regarding True, false, I don’t know
personal data protection on Law No. 27 of 2022 on

Personal Data Protection.

K2: Personal data is data regarding an individual that True, false, I don’t know
are/can be identified as it is or combined with other

information either directly or indirectly through an

electronic or non-electronic system.

K3: Subject of Personal Data is an individual who is True, false, I don’t know
attached to Personal Data.

K4: Specific personal data such as medical, genetic, True, false, I don’t know
criminal, or financial data.

K5: General personal data such as full name, gender, True, false, I don’t know
nationality, religion, or marital status.

K6: Each person is prohibited, as it is against the law,

from obtaining or collecting other individuals’ True, false, [ don’t know
Personal Data with self-advantageous intention or to

put Subject of Personal Data in an unfavorable

situation.

K7: Each person is prohibited from revealing Personal

Data that is not their own as it is against the law. True, false, I don’t know
K8: Each person is prohibited to create fake or forge

Personal Data with self-serving intention or to cause True, false, I don’t know
harm to others.

K9: Dispute settlements regarding personal data

protection conducted through arbitration, court, or True, false, I don’t know
other alternative dispute settlement institution in

accordance with the provision of the legislation.

K10: Each person who is using personal data,

especially data that is not their own or fake can subject True, false, I don’t know
to criminal sanctions in the form of prison or criminal

fines.

Attitudes (A)

Al: You have accidentally or intentionally published

specific personal data such as medical, genetic, Yes, No

criminal, or financial data on social media.

A2: You have accidentally or intentionally published

general personal data such as full name, gender, Yes, No

nationality, religion, or marital status on social media.

A3: Do you agree if published personal data on social

media can be misused by others for digital crime? Yes, No

Knowledge, attitudes, ... (Rulli Nasrullah)
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A4: Are you confident that your personal data is not
shown on a private social media account?

Practices (P)

P1: In the future, will you not publish personal data on
private social media account?

P2: In the future, will you protect your core family’s
personal data to keep them off from published on a
private social media account?

Yes, No

Yes, No

Yes, No

Note: a matrix of questions derived from the elaboration of KAP categories

Respondents were gathered from the spread of areas, as seen in Figure 1. The
highest number of respondents based on age are those at age <20 (46.8%) and 21-29
(40.9%). Meanwhile, based on educational status, from diploma to doctoral, the highest
number of respondents are taken by those pursuing an undergraduate with 262
respondents or 80.6%. Lastly, those who have unemployment status are the ones with the
highest amount of respondents, with 220 people or 67.7% as Table 2 below:

Table 2. Socio-demographic characteristics of Indonesian college student participants

from Researcher

Variables Categories Number Percent

Sex Male 130 40%
Female 195 60%
Total 325

Age in years <20 152 46.8%
21-29 133 40.9%
30-39 21 6.5%
40-49 12 3.7%
>50 7 2.2%
Total 325

Marital status Single 277 85.2%
Married 47 14.5%
Divorced/separated 1 0.3%
Total 325

Student Status Diploma 10 3.1%
Undergraduate 262 80.6%
Postgraduate/Master 32 9.8%
Doctoral 21 6.5%
Total 325

Occupation Scope Unemployed/Independent 220 67.7%
Worker 7 2.2%
Government Sector 21 6.5%
Private Sector 40 12.3%
Freelance 37 11.4%
Total 325

Note: Processed from the results of the answers of research respondents

Respondents’ ownership of social media is shown in Figure 2. It shows that the

average respondent has at least three social media accounts: Facebook, Instagram,
YouTube, Twitter, or TikTok. The Figure 2 also shows that the respondents are

accustomed to using social media.
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Facebook 183 (56,3%)

313 (96,3%)

Instagram

YouTube

209 (64,3%)

Twitter 162 (49,8%)

TikTok 202 (62,2%)

0 100 200 300 400

Figure 2: Social media account of the participant (source: Processed from the results of
the answers of research Respondents)
The following is a summary of respondents’ answers regarding questions about

knowledge aspects according to government regulations in Law No. 27 of 2022 on
Personal Data Protection. Questions taken from parts of the regulations, if compared with
the respondents’ answers, show that most of them understood the context of the
regulation. The lowest amount on one of the knowledge questions is at 75.1% or 244

respondents; meanwhile, the highest is at 95.7% or 311 respondents (Table 3).
Table 3. Questionnaire of knowledge towards personal data protection

Questions Response Number Per cent
categories

The Government has issued a regulation True 286 88%
regarding personal data protection on False 3 0.9%
Law No. 27 of 2022 on Personal Data I don’t know 36 11.1%
Protection.
Personal data is data regarding an True 296 91.1%
individual that are/can be identified as it False 3 0.9%
is or combined with other information I don’t know 26 8%
either directly or indirectly through an
electronic or non-electronic system.
The subject of Personal Data is an True 309 95.1%
individual who is attached to Personal False 4 1.2%
Data. I don’t know 12 3.7%
Specific personal data such as medical,  True 249 76.6%
genetic, criminal, or financial data. False 28 8.6%
General personal data such as full name, 1don’t know 48 14.8%
gender, nationality, religion, or marital
status.
Each person is prohibited, as it is True 295 90.8%
against the law, from obtaining or False 23 7.1%
collecting other individuals’ Personal I don’t know 7 2.2%
Data with self-advantageous intention
or to put Subject of Personal Data in an
unfavourable situation.
Each person is prohibited from True 301 92.6%
revealing Personal Data that is not their ~ False 8 2.5%
own as it is against the law. I don’t know 16 4.9%

Knowledge,
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Each person is prohibited to create fake
or forge Personal Data with self-serving
intention or to cause harm to others.
Dispute settlements regarding personal
data protection conducted through
arbitration, court, or other alternative
dispute settlement institution in
accordance with the provision of the
legislation.

Each person who is using personal data,
especially data that is not their own or
fake can subject to criminal sanctions in
the form of prison or criminal fines.
Each person who is using personal data,
especially data that is not their own or
fake can subject to criminal sanctions in
the form of prison or criminal fines.

True
False
I don’t know
True
False
| don’t know

True
False
I don’t know

True
False
I don’t know

291
11
23

311

5
9

244
6
75

290
5
30

89.5%
3.4%
7.1%

95.7%
1.5%
2.8%

75.1%
1.8%
23.1%

89.2%
1.5%
9.2%

Note: Processed from the results of the answers of research respondents
On the other hand, answers’ frequency regarding questions about attitudes can be

seen in the Table 4 below:

Table 4. Questionnaire of attitudes towards personal data protection

Questions Response Number Percent
categories

You have accidentally or intentionally  Yes 90 27.7%
published specific personal data such as No 235 43.7%
medical, genetic, criminal, or financial
data on social media.
You have accidentally or intentionally ~ Yes 199 61.2%
published general personal data suchas No 126 38.7%
full name, gender, nationality, religion,
or marital status on social media.
Do you agree if published personal data  Yes 251 77.2%
on social media can be misused by No 74 22.8%
others for digital crime?
Are you confident that your personal Yes 104 32%
data is not shown on private social No 221 68%

media account?

Note: Processed from the results of the answers of research respondents
On the other hand, answers’ frequency regarding questions about practices can be

seen in the Table 5 below:

Table 5. Questionnaire of practices towards personal data protection

Questions Response Number Percent

categories
In the future, will you not publish Yes 283 87.1%
personal data on a private social media No 42 12.9%

account?
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Yes 321
No 4

98.8%
1.2%

In the future, will you protect your core

family’s personal data to keep them from

being published on private social media

account?

Note: Processed from the results of the answers of research respondents
In this section, aggregation was conducted for all the answers to each question about
Attitude and cross-tabulation was conducted for demographic variables. In Table 6, by
percentage (%), more females answered Yes than males. Based on age range, those who
answered Yes had the highest percentage (%) in the age group >50 years. Meanwhile,
those who are married are the ones who mostly answered Yes, making them the highest
percentage out of others based on marital status. The highest percentages (%) of people
who answered Yes based on student status are the ones with diplomas, while the highest
percentages based on occupation status are freelancers.
Table 6. Odds Ratio Demographic Variable towards Attitude

No Yes AOR (CI 95%)
Sex Female 136 (69.74) 59 (30.26) 1
Male 98 (75.38) 32 (24.62) 0.813(0.804, 2.196)
Age <20 111 (73.03) 41(26.97) 1
21-29 96 (72.18) 37(27.82) 1.043(0.619, 1.758)
30-39 14 (66.67) 7 (33.33) 1.354(0.51, 3.59)
40-49 10 (83.33) 2(16.67) 0.541(0.114, 2.576)
>50 3(42.86) 4(57.14) 3.61(0.774,16.825)
Marital Single 200(72.2) 77(278) 1
Status Married 33(70.21) 14(29.79) 1.102(0.559, 2.171)
Divorced 1 (100) 0 (0) 0(0.000, 0.000)
Student Diploma 5 (50) 5(50) 1
Status Undergraduate 192 (73.28) 70(26.72) 0.365 (0.102, 1.297)
Postgraduate/Master 23 (71.88) 9 (28.13) 0.391 (0.091, 1.684)
Doctoral 14 (66.67) 7 (33.33) 0.500 (0.108, 2.323)
Occupation Unemployed 160 (72.73) 60 (27.27) 1
Scope Freelance 24 (64.86) 13(35.14) 1.444(0.691, 3.019)
Independent 6 (85.71) 1(14.29) 0.444(0.052, 3.769)
Worker
Private Sector 26 (65) 14 (35) 1.436 (0.703, 2.933)
Government Sector 18 (85.71) 3(14.29) 0.444 (0.126, 1.563)

Note: AOR (Adjusted Odds Ratio), Processed from the results of the answers of

research respondents

Based on the odds ratio values obtained from the partial test output (Table 6),
notable differences emerge across predictor variables in relation to Attitude. Male
respondents were 0.813 times as likely as females to answer “Yes.” Respondents aged
21-29 were 1.043 times more likely to answer “Yes” compared to those under 20, while
those aged 3039 were 1.354 times more likely. In contrast, respondents aged 40—49 were
only 0.541 times as likely, whereas those aged 50 and above showed the strongest
tendency, being 3.61 times more likely than the <20 group.

Marital status also influenced responses: married respondents were 1.102 times
more likely to answer “Yes” compared to singles, while divorced respondents showed no
likelihood (0 times) relative to singles. Educational attainment revealed that

Knowledge, attitudes, ... (Rulli Nasrullah)



304 = P-ISSN: 2086-1559, E-ISSN: 2527-2810

undergraduates were 0.365 times as likely to answer “Yes” compared to diploma holders,
postgraduates 0.391 times, and doctoral students 0.500 times.

Occupational status further shaped attitudes. Freelancers were 1.444 times more
likely to answer “Yes” compared to unemployed respondents, private sector workers
1.436 times more likely, while independent workers and government employees were less
likely, at 0.444 times each. In addition to odds ratio analysis, aggregation was conducted
for practice-related questions and cross-tabulated with demographic variables. Table 6
indicates that a higher percentage of females answered “Yes” compared to males, with
respondents under 20 years old showing the highest proportion. Divorced individuals
recorded the highest percentage of “Yes” responses by marital status, postgraduate
students by educational level, and independent workers by occupation.

The demographic variations observed in attitudes and practices toward personal
data protection underscore the uneven distribution of digital literacy among Indonesian
college students. Gender differences suggest that female respondents demonstrate greater
caution, while age effects reveal that older participants are more aware of risks, aligning
with broader findings that maturity often correlates with heightened sensitivity to privacy
concerns. Educational status presents a paradox: although undergraduates and
postgraduates showed lower odds in attitude measures, cross-tabulation indicates stronger
protective practices among advanced degree holders, suggesting that higher education
fosters behavioral awareness even when attitudinal responses appear weaker.
Occupational differences further highlight how exposure to diverse work environments
influences perceptions of data security, with freelancers and private sector workers
showing stronger tendencies to acknowledge risks compared to government employees.

These findings reinforce the importance of Regulation No. 27 of 2022 as a legal
framework, but they also reveal that regulation alone is insufficient without targeted
efforts to strengthen digital literacy. The persistence of low awareness among younger
students and those with limited occupational exposure suggests that educational
institutions must play a central role in embedding personal data protection into curricula
and social media practices. By linking demographic insights to regulatory imperatives,
the study demonstrates that effective implementation of personal data protection requires
not only legal enforcement but also cultural and educational interventions that address
gaps in knowledge, attitudes, and practices.

Table 7. Odds Ratio Demographic Variable towards Practice

No Yes AOR (CI 95%)
Sex Female 24 (12.31) 171 (87.69) 1
Male 18 (13.85) 112 (86.15) 0.873 (0.453, 1.683)
Age <20 19 (12.5) 133 (87.5) 1
21-29 17 (12.78) 116 (87.22) 0.975 (0.484, 1.963)
30-39 3(14.29) 18 (85.71) 0.857 (0.230, 3.187)
40-49 2 (16.67) 10 (83.33) 0.714 (0.145, 3.511)
>50 1(14.29) 6 (85.71) 0.857 (0.098, 7.514)
Marital Single 35 (12.64) 242 (87.36) 1
Status Married 7 (14.89) 40 (85.11) 0.826 (0.344, 1.988)
Divorced 0 (0) 1 (100) 2336 (0.000 ,0000)
Student Diploma 3(30) 7(70) 1
Status Undergraduate 33 (12.6) 229 (87.4) 2.974 (0.733,
12.071)
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Postgraduate/ 2 (6.25) 30 (93.75) 6.429 (0.897,
Master 46.064)
Doctoral 4 (19.05) 17 (80.95) 1.821 (0.321,
10.342)

Occupation Unemployed 31 (14.09) 189 (85.91) 1

scope Freelance 4 (10.81) 33 (89.19) 1.353 (0.448, 4.086)
Independent 0 (0) 7 (100) 0.00, 0.00
Worker
Private Sector 3 (7.5) 37 (92.5) 2.023 (0.588, 6.965)
Government 4 (19.05) 17 (80.95) 0.697 (0.22,
Sector 2.209.563)

Note: AOR (Adjusted Odds Ratio), Processed from the results of the answers of
research respondents

Based on the odds ratio values derived from the partial test output (Table 7), notable
differences emerge across predictor variables in relation to Practice. Male respondents
were 0.873 times as likely as females to answer “Yes.” Respondents aged 21-29 were
0.975 times as likely as those under 20, while those aged 30-39 and 40-49 were less
likely, at 0.857 and 0.714 respectively. Respondents aged 50 and above showed a
likelihood of 0.857 compared to the <20 group.

Marital status also influenced practice-related responses. Married respondents were
0.826 times as likely to answer “Yes” compared to singles, while divorced respondents
showed an exceptionally high likelihood (2336 times) relative to singles. Educational
attainment revealed stronger effects: undergraduates were 2.974 times more likely to
answer “Yes” compared to diploma holders, postgraduates 6.429 times more likely, and
doctoral students 1.821 times more likely.

Occupational status further shaped practices. Freelancers were 1.353 times more
likely to answer “Yes” compared to unemployed respondents, private sector workers
2.023 times more likely, while government employees were less likely at 0.697.
Independent workers showed an extremely high odds ratio, though the magnitude
suggests potential statistical distortion due to sample size.

In addition to odds ratio analysis, aggregation was conducted for knowledge-related
questions and cross-tabulated with demographic variables. Table 7 indicates that
respondents aged over 50 recorded the highest percentage of “Yes” responses, divorced
individuals had the highest proportion by marital status, doctoral students by educational
level, and private sector workers by occupation.

The demographic variations identified in both attitudes and practices toward
personal data protection highlight the complex interplay between regulation, digital
literacy, and socio-cultural factors. Differences across gender, age, marital status,
education, and occupation suggest that awareness and protective behaviors are not evenly
distributed, but shaped by lived experiences and social positioning. Younger respondents,
despite being the most active social media users, often demonstrated lower concern, while
older participants and those with advanced education showed stronger protective
practices. Similarly, occupational contexts influenced perceptions, with freelancers and
private sector workers more attuned to risks than government employees. These findings
underscore that Regulation No. 27 of 2022 provides a necessary legal framework, yet its
effectiveness depends on how diverse demographic groups internalize and act upon its
provisions. Bridging statistical evidence with theoretical perspectives, the study affirms

Knowledge, attitudes, ... (Rulli Nasrullah)



306 m

P-ISSN: 2086-1559, E-ISSN: 2527-2810

that personal data protection is not merely a matter of law but of digital literacy, identity
construction, and cultural adaptation in mediated environments.

Table 8. Odds Ratio Demographic Variable towards Knowledge

Bad Good AOR (CI 95%)
Sex Female 35(17.95) 160 (82.05) 1
Male 19 (14.62) 111 (85.38) 1.278(0.695, 2.349)
Age <20 22 (14.47) 130(85.53) 1
21-29 28 (21.05) 105 (78.95) 0.635(0.343,1.174)
30-39 2 (9.52) 19 (90.48)  1.608 (0.350, 7.391)
40-49 2 (16.67) 10 (83.33)  0.846 (0.174, 4.124)
>50 0 (0) 7 (100) 273388050 (0.000, 0.000)
Marital Single 49 (17.69) 228(82.31) 1
Status Married 5 (10.64) 42 (89.36)  1.805 (0.679, 4.797)
Divorced 0 (0) 1 (100) 347185382 (0.000, -)
Student Diploma 3(30) 7(70) 1
Status Undergraduate 43 (16.41) 219 (83.59) 2.183(0.543, 8.776)
Postgraduate/ 6 (18.75) 26 (81.25)  1.857 (0.368, 9.364)
Master
Doctoral 2 (9.52) 19 (90.48)  4.071 (0.558, 29.725)
Occupation Unemployed 36 (16.36) 184 (83.64) 1
Scope Freelance 9 (24.32) 28 (75.68)  0.609 (0.265, 1.398)
Independent 1(14.29) 6 (85.71) 1.174 (0.137, 10.047)
Worker
Private Sector 4 (10) 36 (90) 1.761 (0.590, 5.253)
Government 4 (19.05) 17 (80.95)  0.832.264, 2.616
Sector

Note: AOR (Adjusted Odds Ratio), Processed from the results of the answers of

research respondents

Based on the odds ratio values derived from the partial test output (Table 8), several
notable differences emerge across predictor variables in relation to knowledge. Male
respondents were 1.278 times more likely than females to answer “True” on knowledge
items. Respondents aged 21-29 were less likely (0.635) compared to those under 20,
while those aged 30-39 were more likely (1.608). Participants aged 40-49 showed a
lower likelihood (0.846), whereas those aged 50 and above displayed an extremely high
odds ratio (273,388,050), which likely reflects statistical distortion due to small sample
size.

Marital status also influenced knowledge responses. Married respondents were
1.805 times more likely to answer “True” compared to singles, while divorced
respondents showed an exceptionally high odds ratio (347,185,382), again suggesting
possible data imbalance. Educational attainment revealed consistent effects:
undergraduates were 2.183 times more likely to answer “True” compared to diploma
holders, postgraduates 1.857 times more likely, and doctoral students 4.071 times more
likely. Occupational status further shaped knowledge outcomes. Freelancers were less
likely (0.609) to answer “True” compared to unemployed respondents, while
independent workers were slightly more likely (1.174). Private sector workers showed a
stronger likelihood (1.761), whereas government employees were less likely (0.832).
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These findings highlight how demographic characteristics shape knowledge of
personal data protection among Indonesian college students. Gender and age differences
suggest that younger and female respondents may require more targeted awareness
initiatives, while higher education levels consistently correlate with stronger knowledge,
underscoring the role of academic exposure in fostering digital literacy. The extreme odds
ratios observed for older and divorced respondents point to statistical anomalies, yet they
also signal that life experience and social circumstances may influence awareness.
Occupational differences reveal that private sector exposure enhances knowledge, while
government employees and freelancers may face gaps in understanding. Taken together,
these patterns emphasize that Regulation No. 27 of 2022 cannot be effective in isolation;
its success depends on complementary educational and cultural interventions that address
uneven knowledge distribution across demographic groups.

Finally, the findings reveal a contrast between high levels of understanding in the
prohibition aspect and lower comprehension of technical procedures. Respondents
demonstrated the strongest awareness (95.7%) regarding the prohibition of falsifying
personal data for personal gain or to harm others. This aligns with the theory of the
deterrence effect (Piquero, 2019), which posits that the threat of criminal sanctions--such
as those stipulated in Articles 67—72 of the Personal Data Protection Law (UU PDP)--can
heighten public awareness. Similar research by Wahyudi (2023) in the Indonesian Law
Journal confirms that criminal sanctions are effective in shaping legal consciousness
about cybercrime.

By contrast, the lowest level of understanding (75.1%) was observed in relation to
dispute resolution mechanisms, particularly arbitration and court procedures. This
suggests that respondents may be less familiar with alternative dispute resolution (ADR)
frameworks. Nurjaya (2022) found that only 30% of Indonesians understand arbitration
processes, a finding consistent with the Kominfo report (RI, 2023), which notes that PDP
Law socialization has largely emphasized prohibitions rather than technical procedures.

In addition, uncertainty remains regarding the definition of specific personal data,
with 23.1% of respondents selecting “Don’t Know.” This reflects ambiguity in
distinguishing between general and specific categories of data, such as medical, genetic,
or financial information. Setyawan (2021), in the Journal of Personal Data Protection,
observed that the public often confuses these categories due to the absence of concrete
examples in socialization efforts.

Discussion

The question is, why do many social media users publish their identities? Related
to interaction and self-disclosure in computer-mediated communication (CMC), several
factors can be seen according to Walther's (1996) explanation, as cited by Whitty and
Joinson (2009), and call it hyperpersonal interaction. First, mostly in online
communication, social categorisation is shared to see if they are compatible or similar.
The more similarities that appear in online communication, there will be a tendency for
audiences to feel like or be comfortable with their interlocutors.

Second, message senders can optimize their self-presentation to appear more
positive and create favorable impressions, thereby increasing the likelihood that message
recipients will accept them. Computer-mediated communication (CMC) offers features
distinct from nonverbal cues in face-to-face interaction. As a result, the messages
conveyed in online exchanges often reproduce personal information--whether thoughts
or feelings—that recipients use to construct impressions of the sender.
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Third, the hyperpersonal format of CMC, particularly in asynchronous
communication, allows interactions to occur (1) at any time regardless of temporal
constraints, (2) with ample opportunities to edit and refine message texts, (3) through the
blending of task-related and social content, and (4) with deliberate delays in responding,
enabling greater attention to message quality before replying.

The internet and social media thus provide alternative communication channels
where users are not only consumers of information but also active producers. This digital
reality significantly influences the role of audiences, who now participate in shaping
discourse and meaning. In journalism studies, social media is recognized as both an
additional distribution channel and a key element of media convergence, extending the
reach of news and transforming audience engagement. Social media then becomes a place
for audiences not only as consumers of media products, but can also actively provide
additional information, express their opinions on an event (Ben-David & Soffer, 2019;
Masullo Chen et al., 2019; Tenenboim, 2022)to create a digital public space among each
other (Hille & Bakker, 2014; Kangaspunta, 2018; Marchionni, 2015; Zamith & Lewis,
2014).

These observations underscore how CMC reshapes interpersonal and mass
communication by amplifying self-presentation strategies, enabling hyperpersonal
interactions, and positioning audiences as co-creators of meaning. The asynchronous
nature of online communication fosters reflection and editing, while the participatory
affordances of social media blur the boundaries between sender and receiver. In the
context of journalism, this convergence challenges traditional one-way dissemination
models, situating audiences as active nodes in the communication network. Consequently,
the study of CMC and social media highlights not only technical affordances but also
cultural shifts in how identity, credibility, and information flows are constructed in digital
environments.

Although the involvement of the audience in the information production-
consumption process becomes more of a role in certain contexts, it should be noted that
the accounts used contain various features with self-information. Profile photos and
occupations posted on social media platforms like Instagram enable other users to identify
and profile individuals, which can lead to criminal activity (Drury et al., 2022; Shariff,
2011). This happens because of the characteristics of social media that connect users
(Gane & Beer, 2008; Mancosu & Vegetti, 2020; Sarikakis & Winter, 2017). These
relationships and networks allow users to explore various information from others.
Activities such as publishing photos on Instagram, posting videos about houses on
TikTok, or announcing a college graduation on Facebook often unwittingly reveal
information about the users themselves.

The principles of SIPT--verbal cue substitution and extended time in relationship
building--help explain why personal data protection becomes increasingly critical in
digital environments. Impression management through text-based communication often
encourages users to disclose personal thoughts, feelings, or identifiers to construct
favorable impressions, yet this very disclosure heightens the risk of oversharing sensitive
information. Similarly, the asynchronous nature of CMC, which allows for repeated and
edited exchanges over time, fosters intimacy and relational bonds but also prolongs the
circulation of personal data across platforms. In this context, the enactment of Indonesia’s
Personal Data Protection Law underscores the need to balance relational motivations with
regulatory safeguards. Awareness that personal data is not merely social content but a
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protected asset reframes online interaction, reminding users that identity construction in
mediated spaces must be accompanied by caution and responsibility.

According to Social Information Processing Theory (SIPT), two key principles
explain how relationships can develop through computer-mediated communication
(CMCQ). First, verbal cues serve as substitutes for nonverbal signals typically available in
face-to-face interaction. While impressions offline are shaped by facial expressions, voice
intonation, eye gaze, and body posture, in CMC these impressions are constructed through
text and the way language conveys emotion and intent. Experimental studies with foreign
audiences illustrate this process: contrasting messages--one friendly and one hostile--
elicited textual replies that reflected emotional responses, demonstrating how impressions
can be formed purely through verbal (Walther, 2004; Walther & Addario, 2001).

Second, SIPT emphasizes the role of extended time in relationship development.
The exchange of social information in CMC occurs more slowly than in face-to-face
communication, yet relational bonds are not necessarily weakened. Instead, the timing of
message delivery shapes intimacy and interaction. Online communication allows for
asynchronous exchanges, where messages can be composed, edited, and sent periodically.
Continuous or repeated messaging fosters stronger relational ties, particularly when
audiences anticipate future interactions. Chronological cues--how individuals perceive
and respond over time--thus function as nonverbal indicators that remain salient in CMC.

In the Indonesian context, the presence of personal data protection regulations
provides not only legal certainty but also raises awareness that information shared online
cannot be published indiscriminately. Personal data is increasingly recognized as a
valuable asset that must be safeguarded rather than treated as mere content for likes or
comments.

Despite its contributions, this study has several limitations that must be
acknowledged. First, the use of purposive sampling and an infinite population formula
means that the sample of 325 respondents cannot be considered fully representative of all
Indonesian college students. The reliance on self-reported survey data also introduces
potential biases, such as social desirability and inaccurate recall, which may affect the
validity of responses regarding knowledge, attitudes, and practices of personal data
protection. Furthermore, the cross-sectional design captures perceptions and behaviors at
a single point in time, limiting the ability to observe changes or causal relationships
between regulatory awareness and online practices.

Second, the scope of the research is constrained by its focus on college students,
excluding other vulnerable demographics such as high school students, working
professionals, or older adults who also actively use social media. The questionnaire items,
while derived from Regulation No. 27 of 2022 and the KAP framework, may not fully
encompass the complexity of digital literacy and identity management in mediated
environments. Additionally, the study does not account for platform-specific differences
in privacy settings or cultural variations in data-sharing practices across Indonesia’s
diverse regions. These weaknesses highlight the need for future research employing
longitudinal designs, broader demographic coverage, and mixed methods to provide a
more comprehensive understanding of personal data protection behaviors in the
Indonesian digital landscape.

While these limitations constrain the generalizability of findings, they do not
diminish the study’s originality and contribution. On the contrary, by positioning college
students as a digitally active yet vulnerable demographic, this research provides an early
empirical lens into how Regulation No. 27 of 2022 intersects with everyday online
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practices. The methodological adaptation of the Knowledge—Attitudes—Practices (KAP)
framework to the field of communication and digital literacy offers a novel approach that
bridges disciplines and highlights the gap between regulatory safeguards and lived
behaviors. Thus, despite sampling and scope restrictions, the study advances scholarly
discourse on mediated identity and personal data protection, while offering actionable
insights for policymakers, educators, and civil society to strengthen digital literacy and
cultivate responsible digital citizenship in Indonesia’s evolving media environment.

Conclusion

Although the Indonesian Government enacted Regulation No. 27 of 2022 on
Personal Data Protection as the first comprehensive legal framework to safeguard citizens
against misuse of personal data, the findings of this study demonstrate that regulatory
presence alone is insufficient, as personal data--by its very nature--constitutes sensitive
information that should not be freely shared on social media platforms which, as
borderless media, enable rapid circulation and exploitation of uploaded content; the
empirical evidence, showing that 87.1% of respondents would still publish personal data
online while only 12.9% expressed reluctance, underscores limited awareness and
highlights a critical gap between regulatory intent and public behavior, thereby revealing
the urgent need for more effective socialization, education, and digital literacy initiatives;
these findings carry broader implications by emphasizing that legal instruments must be
complemented by cultural and educational interventions to foster responsible digital
citizenship, embedding personal data protection into everyday social media practices
particularly among younger demographics, and requiring sustained collaboration between
government, educational institutions, civil society, and media outlets to ensure that the
regulation is not only legally binding but socially internalized; ultimately, while
Regulation No. 27 of 2022 represents a milestone in Indonesia’s digital governance, its
effectiveness depends on bridging law, literacy, and lived practice, moving beyond
compliance toward cultivating a deeper culture of digital responsibility, supported by
awareness campaigns that clarify dispute resolution mechanisms and distinctions between
categories of personal data, integration of digital literacy modules into higher education
curricula to build normative and practical competencies, and cross-sector collaboration to
design culturally resonant interventions that transform legal mandates into socially
embedded behaviors, ensuring that personal data protection becomes a cornerstone of
responsible digital citizenship in Indonesia’s evolving information society.
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