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The Influence of Students Understanding of Information and Technology
Law on Shaping Character

Abstract

This study aims to analyze the influence of information and communication technology| and
the impact of technology use in higher education institutions, with the Islamic Universtiy of
Malang ws, the scope of respondents. Technology is a crucial issue to discuss today
because all human activities require adequate technology, one of which is the field of
education. The urgency of this research is that technology is one of the supports for the
success of education at the Islamic University of Malang However, on the other hand,
technology can sometimes be detrimental to students who need to be aware of the law.
These losses can potentially lead to criminal acts. The novelty of this research is that it
specifically examines the effect of students' understanding of legal provisions related to
information and technology in Indonesia and the importance of knowing the legal
consequences if technology is not used appropriately by students so that this research
becomes a new contribution. This writing uses empirical juridical research, primary and
secondary data, and a questionnaire approach. The results showed that using technology
and information provides a way to improve skills, economic welfare, economic science,
and especially education. It is necessary to increase the legal understanding of information
technology among students by providing training and education..

Keywords: Education; Technology and Information Law; Utilization.

1. INTRODUCTION
Technological advancements are an inevitable aspect of life, as they progress in

tandem with the advancement of knowledge.' Technological advancement, which is
essentially a tool or extension of human capabilities, has become an autonomous force that
limits human behavior and lifestyle. This aligns with Article 31, Paragraph (5) of the 1945
Constitution of the Republic of Indonesia, which mandates the government to advance
science and technology. This signifies that education carried out by society without
government assistance will generally be inadequate. Information technology plays an
important role now and in the future. People believe that information technology will bring
enormous benefits to all countries in the world.” Based on Article 1 paragraph (2) of the
Regulation of the Minister of Research, Technology and Higher Education of the Republic
of Indonesia Number 62 of 2017 concerning Information Technology Governance within
the Ministry of Research, Technology and Education as explained that the use of
technology in education is one way to increase efficiency, effectiveness, transparency and
accountability.
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The rapid development of technology has had a wide-ranging impact on human
civilization today, particularly in the field of education.’ Technological advancement in
education began in developed countries, one of which is the United States. The
development of education in the United States has continually pursued various educational
innovations through technology-based educational platforms. * In Indonesia, the
development of technology to improve the quality of education is becoming an
increasingly important topic, as technology is not only a tool to support educational
succes.j but has also changed the overall paradigm. Education in Indonesia continues to
strive to create innovative and engaging learning media or tools, thereby fostering an
educational environment that enhances quality through active, creative, innovative, and
effective learning activities. In this way, the goal is to produce competitive human
resources.” Learning technology will continue to develop and strengthen itself into a
discipline and profession that can further benefit the achievement of learning effectiveness
and efficiency.®

University in Indomesja. the use of technology and information devices is not only a
tool for delivering information~tq_students but also serves as an instrument that aids and
integrates thrj teaching and learning p ;4| The presence of information and technology
is inevitably intertwined with the unstoppable fise of digitalization. This will undoubtedly
have a significant impact on governance, social life, and the academic behavior of students.
In the education system, character building is the relationship between elements that
contain ethical rules or values towards something that is done between knowledge and a
strong attitude to carry out.’

There are several previous studies with similar topics. The first was written by
']"rzmggono\aﬂ-d his colleagues, as the research discusses the influence of technological
developments in the era of globalisation and the role of education on moral degradation in
adolescents.™Fhe second study was written by Rosana, as the research discus
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influenc‘j of Strategies for Law Universities in Facing the Era of Technological Disruption

as an Effort to Form Law Enforcers with Integrity and Pancasila Character®. These prior
studies share a focus on the development of technology in the era of globalization and its
impact on education. However, none of these studies have specifically examined the
influence of students' understanding of legal provisions related to information and
technology in Indonesia and the importance of knowing the legal consequences if
technology is not used appropriately by students, so this research is a new contribution,
making this study a novel contribution. Fhe researcher limits the scope of the study by
selecting respondents from Universitas Islam Malang,\‘one of the universities in Malang\\
City.

In the current digital era, students, particularly those at Universitas Islam Malang ™~
view technology as a primary necessity for their daily lives. Technology facilitates students
in meeting the requirements related to their coursework. The development of technology
has positively impacted students, as well as lecturers and staff in the academic environment
of Universitas Islam Malang.\ﬂowever, on the other hand, there are negative impacts, such
as addiction to internet use, particularly social media, which can alter an individual's
thought patterns and behavior. On the other hand, the reason for taking samples at the
Islamic University of Malang\ls~because there are several cases on behalf of students and
lecturers who are asked for a sum of money or electronic credit.

This study focuses on analyzing the influence of information and communication
technology, as well as the effects of technology use in higher education institutions, with
Universitas Islam Malang Secving as the scope for the respondents. In everyday life,
particularly during lectures, thel impacts vary, so this needs to be clearly explained.

2. METHOD

The research method used in this research is empirical juridical, as this research
serves to be able to see the function of law (how it works) in the environment of the
Islamic University of Malang.\Fhis research uses a research approach that combines case
studies, sociological approaches and theoretical approaches, using descriptive analysis
techniques and using two types of legal data. PrimaryLTata is obtained from the results of
observations using a questionnaire distributed to all students-of the Islamic University of
MalangMg google form. Secondary data is sourced from legislation, including the 1945
Constitution of the Republic of Indonesia, Law Number 11 of 2008 concerning Electronic
Information and Transactions, Law Number 12 of 2012 concerning Higher Education, and
secondary legal materials in the form of literature in the form of journals, books, and

9 Annisa Suci Rosana, Monika Dita Puspa\Dawi, and Muhammad Igbal Baiquni,\"Stratt:gi Perguruan
Tinggi Hukum Dalam Menghadapi Era Disrupsi Teknologi Sebagai Upaya Membentuk Para Penegak
Hukum Yang Berintegritas Dan Berkarakter Pancasila: Strategy of Law Colleges in Facing the Era of
Technological Disruption as an Effort to Create Law Enforcers with Integrity and Pancasila Character,”
Seminar .’\"a.\imr(.*i Hukrmj Universitas Negerrl Semarang 7, no. 2 (August 15, 2021): 509,
https://doi.org/10.13294/snhunnes.v7i2.731.




opinions of legal experts.!® This study uses primary data and secondary data as it aims to
measure students' understanding of the use of technology, especially in the field of
education in order to support college activities.

This research aims to examine the influence of students' understanding of the legal
provisions governing information and technology in Indonesia on efforts to realize
character-based education. This research needs to be done so that students can understand
the applicable regulations, to avoid actions that can violate legal provisions.!!

3. RESULTS AND DISCUSSION
3.1 The Use Of Information And Electronic Media In Higher Education
Environments

In the field of education. the use of Information and Communication Technology is
able to adapt to various kinds of changes in the way, atmosphere, and acceleration that
occur within the scope of education by implementing active and creative innovations.
Implementation of education by implementing active and creative innovation. The use of
Information and Communication Technology certainly brings significant changes in the
priority scale of teaching and learning activities, be it changes in the management system
of institutional management, teaching methods of educators, and how students learn. The
usefulness of Information and Communication Technology in education is able to foster a
sense of independence and activeness of learning citizens, with| the form of student
activities enjoying the learning process based on independent efforts.

Based on Law Number 20 of 2003 concerning the National Education System,
education is a planned activity aimed at creating learning opportunities to enhance
individual potential in terms of religion, self-control, personality, and intelligence. Higher
education encompasses educational programs ranging from diplomas, bachelor’j master’i
and doctoral degrees, established to master branches of science and technology and t
serve national interests in these fields.!?

Students, as part of the millennial generation, are currently required to understand the
use of information and electronic media. In this digital information and technology era,
students must be aware of the need to understand information and technology law,
particularly concerning data privacy and copyright, including matters related to academic
conduct involving information and technology in both the process and its outcomes. The
utilization of information and technology provides a pathway for improving skills,
economic well-being, knowledge, and education for students at Universitas Islam Malang ™.

The use of information and electronic media in higher education is one way fo
address issues related to the effectiveness of student learning processes. Every university
will be confronted by the Era of Industrial Revolution 40. Education is starting to

10 Irwemsy;lh\ﬁ’wnsyelh,\Pﬂueﬁrizm\HuL'unr:Pilihun)?z‘ﬂwdf})uu Prnkrko;ﬁ.mnMeIIE#J'.\';'E&;{A‘JL\
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reconstruct the existing system into jtechnology-centered system.!? Appropriate use of
media can enhance and create student interest, motivating them to better understand the
material presented. With the proper choice of learning media, lecturers can deliver more
effective and efficient teaching . Learning that is done using the internet, must be carefully
prepared because the applicable learning curriculum is designed to be internet-based

interests.!” One such incident occurred at Universitas Islam Malang,\wher a fraud case
involved sending messages to students while impersonating a lecturer._

Based on the results of a questionnaire created via the Google Forms platform, the
following results were obtained: a) 100% of students use ICT facilities for academic
activities, b) 100% of students use electronic media platforms, such as WhatsApp,\fm‘
communication between students and lecturers; ¢) 100% of students use clectronic media
platforms like WhatsApp Yot social interaction among peers; d) 100% of students use
platforms such as lnstagram:(“iG), TikTok,and Facebook to establish their presence and
communicate with the wider community; e) 86% of students understand that I'T se st
comply with applicable regulations; f) 25% of students do not fully understand the legal
provisions governing ITE Law; g) 17% of students are unaware of the threats outlined in
the ITE Law.

Based on this data, it can also be seen that respondents actually have a fairly large
understanding of the existence of the ITE Law which provides rules and includes criminal
threats if there are actions that violate criminal norms. The ITE Law is also a legal
breakthrough that is considered capable of encouraging the development of information
and technology.'®

Referring to th
consequences of the impa
possibility that deviations will odeur| According to social control theory, humans basically
have a tendency not to obey or subinit to applicable rules. This theory considers deviant
behavior to be a consequence of a person's failure to obey and submit. In Travis Hircshi¥>
view, which states that the reason a person can obey and obey the applicable rules. Social

questionnaire results, if students already know the legal
of inappropriate use of ITE, then there is a very small

B Arif I5munandar,\“ﬂaradignm Pengembangan Perguruan Tinggi Dalam Menghadapi Era Revolusi
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Irgfbrmale;_?, no. 4 (April 30, 2021): 526, https://doi.org/10.31933/jemsi.v2id.541.
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https://doi.org/10.33559/err.v111 .1097.
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control theory can determine how a person behaves in order to follow and implement the
social norms that appl}rLLn the environment . Four main elements in social control proposed
by Hirschi are attach
(belief).!?

Based on the views of the figures above, it states that the social control theory views

nt (bond), commitment (commitment), involvement, and belief

to describe the understanding of punishment if there are actions that violate ITE provisions.
Social control theory puts the cause of students who do not know the legal provisions and
threats of using technology. Groups with weak social ties have the opportunity to break the
law or commit legal acts.'® The existence of students who commit deviations from the ITE
Law is a consequence of the failure of students to obey and submit, so in this case they
must be responsible for their mistakes.

Transactions Of{ers One option for implementing a legal system in Indonesia. This
law regulates various aspects, from electronic transactions to criminal sanctions for the
misuse of information technology. Therefore, students at Universitas Islam Malang Shauld
be educated about the proper use of technology, aligning with the fundamental changes
brought by Law Number 19 of 2016 on [nformation and Electronic Transactions.'?

Understanding the legal framework for technology use is essential for students to
grasp digital crimes, such as identity [het‘tL;)r the spread of false information. Another
aspect of this understanding is fostering a safe and trustworthy digital ecosystem, helping
students avoid activities that could potentially violate the law.

Some strategies to improve understanding of information and technology law
include: a) Incorporating Information and Technology Law into the curriculum, not only in
law faculties but also in other faculties, to provide students with a comprehensive
understanding of the law; b) Offering objective and accurate reviews through social media
platforms, online articles, and non-academic sources to prevent misconceptions.
Conducting workshops or training sessions on the ethical use of information and
technology in social communication, helping students recognize the ethical implications of
their actions in the digital world, such as cyberbullying, spreading hoaxes, or violating
privacy;

Encouraging initiatives from the government, non-governmental organizations, and
technology companies to promote awareness of information and technology law among
students through seminars, workshops, and awareness campaigns

3.2 Real Impact Of Students’ Understanding Of Information And Technology Law

" Fikri Anarta eral., “Kontrol Sosial Keluarga Dalam Upaya Mengatasi Kenakalan Remaja,” Jurnal ™
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Graduate Forum: International Conference Post-Graduare UIN Sunmt Kc.'f;jc.'g(i Yogvakarta 1, no. 01
(March 5, 2024): 118, https://conference uin-suka .ac.id/index php/graduateYorum/artitle/view/1384.
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The use of technology has an impact on the formation of character or behavior
patterns.” Life that has entered the 4.0 era, of course, changes all forms of life that result
in changes. The impact of these changes, the development of information technology is
also unavoidable, especially in the aspect of education. Global demands require the world
of education to constantly adjust technological developments with efforts to improve the
quality of education, especially its use in character education.? 1The use of technology
must be done responsibly and in accordance with the needs of students.

The development of technology has influenced the world of education, especially in
the lecture process. According to Sudib_voh‘ted by Desri, there are five shifts in the lecture
process related to the development of the use of technology, namely: 1) From the form of
training is changed to appearance; 2) From lectures conducted in the classroom changed
anywhere and anytime, 3) From writing using ink, changed to print; 4) From physical
facilities to network facilities; 5) From cycle time to real time.

With technology, lecturers can provide services or conduct final project guidance without
having to deal directly with students. Students can easily obtain a wide range of
information from various sources through cyberspace using the internet or computer.j

The development of technology has had an influence on the world of education.
especially in the learning process. According to Sudibyo (2011), there are five shifts in the
learning process related to the development of the use of technology, namely: 1) from
training to appearance, 2) from classrooms to wherever and whenever, 3) from paper to
online or channels, 4) from physical facilities to network facilities; 5) from cycle time to
the real time. In the process of education, communication is carried out using
communication media such as telephone, computeﬂ, internefl, e-mail, and so on [4].
Interaction between teachers and students is not only d%ﬂ: ough face-to-face
relationships, but also done using these media. With technology, teachers can provide
services without having to deal directly with students. Students can obtain information in a
broad scope from various sources through cyberspace using computers or the internet.
With the rapid technological advances in education, now the most recent thing is the
teaching process carried out using the internet. Another term that is increasingly plumper ™~
now is e-learning, which is a learning model using communication media and information
technology, especially the internet.”> The presence of the internet is the best vehicle to

2 Jelgeld\ff‘iﬂilyel Dewantara otal., “Pengaruh Teknologi Dalam Sikap Moralitas Dan Tanggung Jawab,”
.;'m‘nc.ii!{eh-‘arganegagg;i7, no. 1 (February 2, 2023): 55, https://doi.org/10.31316/jk v711 4607.
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Terhadap Pendidikan Karakter D1 Indonesia.” Journal Innovation In Education 2, no. 3 (June 21, 2024): 80,
https://doi.org/10.59841/inoved.v2i3.1352.
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Journal of Pl'l_y.\'ics;fi::Conﬁzrence Series 14’!}, no. 4 (March 1, 2020): 2, https://doi.org/10.1088/1742-
6596/1477/4/042070.

3 Vanti Feuziah, “Metode Pembelajaran Berbasis Web (E-Learning) Dalam Proses Belajar Mengajar
Secara Virtual,” Jumuj Tercrpmrgl: Imu - Ilmu Sn_\';‘cul 2, no. 2 (September 15, 2020): 37,
https://doi.org/10.31602/jt.v212.3975.
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make it easier for students to gain access to unlimited data and information about the
material taught in schools.

With all its advantages, information and communication technology supports
academic activities ranging from learning resources, academic processes, lecturer and
student communication to academic assessment and all information related to other
academic activities. On the other hand, higher education is held to improve the nation's
competitiveness in the face of globalization in all fields, so higher education is needed that
is able to develop science and technology and produce intellectuals, scientists and
professionals, who are cultured and creative, tolerant, democratic, strong character and
dare to defend the truth for the benefit of the nation.?*

Advances in digital technology in the era of the™
indirectly have an impact on the organization of Higher Educition.” The term ‘impact’
ion | Impacts can be

dustrial revolution 4.0 will

refers to the consequences or effects that arise from an event or a
positive or negative, direct or indirect, and may occur across various aspects, including
academic, socio-cultural, and character aspects. The direct impact of students’
understanding of Information and Technology Law in the academic realm is evident in the
following:

First, the improvement in the quality of academic writing progresses well as students
tend to be more cautious in citing sources and using copyrighted materials in their
academic work. Writing scientific articles in higher education is very much needed,
because it is part of a crucial responsibility to improve the progress of science ?® This helps
prevent plagiarism and ensures that their academic output adheres to ethical and legal
standards. Students have an important role in personal data policies such as the use of open
access systems used by students for research®”;

Second Students are expected to follow proper procedures in the| collection, storage,
and use of data, particularly personal data. Personal data is required by various application
services such as social med i;{which in social media usually must include several aspects of
aspects such as full name, email; phong number, date of birth and so on.\T‘hey will be more
cautious in protecting respondent confilentiality and complying with regulations related to
personal data protection in their research;

Third, Students will be more thoughtful and careful to receive information in any
form, which is used for both learning and research. In this case, selective behavior will
grow in each student which is useful for avoiding the use of pirated software, accessing
legitimate resources, and complying with information technology regulations set by
educational institutions;?®

2* Safitri, “Undang-Undang Informasi dan Transaksi Elektronik Bagi Perguruan Tinggi,” 207.
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Fourthly, students will become more vigilant against illegal activities such as hacking,
spreading malware, or other cybercrimes that could occur in an academic context;”

Fifth, students will become more aware of the importance of managing their digital
footprint, especially in relation to academic activities. They will exercise greater caution
when using social media, online discussion forums, and other platforms that may be used
in an academic context, ensuring that their academic reputation remains intact;

Six, Encouraging students to innovate in a legal and ethical manner in the development of
technology projects or startups, particularly regarding intellectual property protection *;

Seventh, students will gain a better understanding of their rights and responsibilities in
the digital environment, including the right to access information and the obligation to
respect copyright and the privacy of others. This understanding will lead them to be more
prudent in utilizing digital resources in the learning process; and

Eight, developing the potential of students who are based on religious knowledge,
capable of speaking, creative and innovative in the midst of a democratic and responsible
society. innovative in the midst of a democratic and responsible society.’!

Students understand and recognize the legal consequences of technology misuse in an

academic context, such as cheating in online exams or manipulating research data. This
awareness helps prevent unethical academic behavior.

Based on the description above, the impact on student behaviour and ethics is that
students are considered to be more careful and responsible for actions that will have the
potential and implications ot‘]()causing harm to themselves and the university. In addition,
the character pattern formed flor students is that students can use according to their needs.

In particular, respondents really understand that the teaching and learning process

that optimizes digital-based Information and Technology must be carried out responsibly
and ethically, this can be seen from students' understanding that in doing learning
assignmentsl they must avoid plagiarism and must maintain the authenticity of their
learning work, including the awareness of the consequences of plagiarism. Finally, for the
purpose of fulfilling academic tasks, students try to use information and digital technology
according to their needs. Meanwhile, the dominance of existing use is for communication
activities and social media (IG and Tiktok) ™

The presence of technology in student life aims to be able to facilitate learning
activities or activities, but if there is a changing pattern of life, such as humans becoming
less productive and only focusing on things that are less useful, of course, existing
technology is not utilized properly. Nowadays, many people overuse technology.
4. CONCLUSION

The impact of students who understand technology laws is that they become more
careful in complying with regulations related to copyright, data protection, and

% Rian Dwi ][apsarim Kuncum\ﬁﬂlih\Pamlmyun,\‘Ancaman Cybercrime Di Indonesia: Sebuah
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cybersecurity,\S&that they can avoid illegal activities in the academic environment, such as
plagiarism, so as to maintain the originality of their work, as well as software piracy or
privacy violations. In this case, social control theory is able to maintain the behaviour of
students at the Islamic University of Malang. Adequate understanding also helps students
minimise the risk of engaging in cybercrime activities. On the other hand, students also
need to improve their understanding which can be obtained through lectures, attending
seminars, and training on technology. Overall, a strong understanding of information and
technology law helps shape a generation of professionals who are not only technically
competent but also ethical and legally aware in navigating the challenges of the digital
world. A strong understanding of Information and Technology Law can result in wiser
behaviour on social media. For example, students can be more cautious in sharing
information by verifying facts before spreading news or content, thus reducing the spread
of hoaxes and information. .
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Run-on This sentence may be a run-on sentence.
Article Error You may need to remove this article.
mmn

Missing "," Review the rules for using punctuation marks.

Missing "," Review the rules for using punctuation marks.

P/V You have used the passive voice in this sentence. You may want to revise it using the

active voice.
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Prep. You may be using the wrong preposition.
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